Oéuata AmAwpatikwy Epyacuoy 2015

AE#3: IMSI Catcher Detector (Android App)

IMSI catcher elvat plo GUOKELN TIOL «TTPOCOUOLWVEW €va ZTabud Bdong Siktvou
KvnNTAg TNAEQWVI(ng Kol KATAPEPVEL va LVTTOKAEPEL TAnpoopleg Tou petadidovtal
amd/mpog €va Kvntd tnAépwvo. O oTdxX0G TNG OSUTAWMATIKAG €pyaciag elval va
avamntuxOel pa epappoyn («IMSI Catcher Detector») mov Oa «tpootatevew Tig Android
OUOKEVEG amd IMSI catcher kot Ba €XEL TA TAPAKATW XAPAKTNPLOTIKA:

* Qo «tpéxew og non-rooted phones

* Qo «tpéxew oto background (at startup)

* Qo «TTapaKoAOVOED o€ TPAYUATIKO XpOVO TtANpogopieg Siktvov tpdoPaong
TTOU ALPOPOLV:

* Xtov Serving Base Station (cell-id)

*  Xtoug «ye(toveg» (neighboring cell relations)

* ¥tov Location Area Code (LAC/TAC)

* Xto Radio Access technology (GSM, EDGE, UMTS, HSDPA, HSPA, HSPA+,
4G/LTE)

* X710 ciphering status (on, off) (rooted phones only)

*  Oa EKUETAAAEVETAL UTTAPYXOVOEG:

*  MNAnpopopleg diktvou (BS location, capabilities), cell-ids/LAC relations,
neighboring cell relations kaB®wg kat

*  Metpnoelg diktvovu (.X., RSSI/RSRP), Tou €xouv 1dn cuAAeyel (LEow
AAAWY EQOPLOYWY)

* Q0 EVOWHATWVEL AELTOVPYLIKOTNTA TTOV AmooKoTel oTn pHelwaon Tng Xpriong Tng
pratapiog Tov Kvntou T.X., «TPEXEL LOVO TV TO TEPUATIKO elval «akivnTo»
n/xat elvat camped oto 2G diKTUO.

*  Oa EVNUEPWVELTO XPrioTN/CUVIPOUNTH OE TEPTITWON AVAYVWPLONG KATIOLOU
IMSI catcher.

H dutAwpatikni epyacia Oa payupatonownOel oe cuvepyaoia pe tnv COSMOTE.

IXETIKO{ ZVvdeoyoL:
http://en.wikipedia.org/wiki/IMSI-catcher
http://www.bloombergview.com/articles/2013-11-27/the-spyware-that-enables-
mobile-phone-snooping
https://github.com/PrivacyCollective/Android-CipheringIndicator-API
https://github.com/SecUpwN/Android-IMSI-Catcher-Detector
https://github.com/SecUpwN/Android-IMSI-Catcher-Detector
http://sourceforge.net/projectsficc/files/
https://opensource.srlabs.de/projects/snoopsnitch
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